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Fraud Mechanisms -

VOICE
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A .  C a l l  H i j a c k i n g

2



B .  F a l s e  A n s w e r  S u p e r v i s i o n
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C .  I n t e r n a t i o n a l  R e ve n u e  S h a r e  F r a u d
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The fraudulent calls 

may pass through  7 

operators to get to 

their termination point

3

The criminals acquire 

numbers from 

international Premium 

Rate Number (PRN) 

providers

1

The criminals generate a 

high volume of international 

calls to those numbers for 

instance, using botnet,

servers running stolen M 

cards or the Wangiri scam
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Eventually, the 

telecom operations 

will block the calls to 

the premium rate 

number

The IPRN providers 

share the revenue 

with the criminal
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D .  C a l l s  t o  m a n i p u l a t e d  B - n u m b e r s

MANIPULATED B-NUMBERS

SOURCE:https://i3forum.org/wp-content/uploads/2023/05/Fraud_Classification_v4.0.pdf  
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E .  M i s s e d  C a l l  C a m p a i g n s  /  W a n g i r i F r a u d

Premium rate 

service

Fraud Co Originating

operator

Wholesale 

carrier

Terminating 

operator

Called 

subscribers

Subscriber 
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calls a premium-

rate  number 

and is held on 

the phone for 

ast long as 

possible
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long as possible 

premium-rate 

number

5

Subscriber 

returns 

phone call

4

Fraudster ends 

call after one 

ring

3Call routed internationally or 

domestically or to mobile line 

but with spoofed caller ID

2Fraudster places call1

FraudulentLegitimateCall flow Missed call Money flow

MISSED CALL CAMPAIGNS
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F .  O B R

HACKING OF A CUSTOMER TELEPHONE SYSTEM

Fraudster Enterprise 

PBX system

Originating Wholesale 

carrier

Terminating 

operator

High-cost int’l 

destination

1 2 3 4 5 6

Fraudster 

hocks PBX of 

an enterprise.

Call 

forwarded 

from hacked 

PBX

Frauster

forwards colls

through PBX

FraudulentLegitimateCall flow Payment flow
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G .  C L I  S p o o f i n g
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F .  B yp a s s  1 / 2
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F .  B yp a s s  2 / 2
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Access Op. Destination Op.Wholesale Carrier
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CLI arrives 

manipulated
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Fraud Definitions - SMS



A .  S M S  P H I S H I N G  ( S M I S H I N G )
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Rogue Third 

Party

Aggregator Service Provider MNO Consumer

“Your bank requires details to 

approve load, click link here: 

notbank.com

Fraudster Sends message 

impersonating a legitimate 

service

No checks are done to verify originator or content of 

the message

The consumer believing the website is legitimate provides personal or sensitive information 

to the rogue parties

2

1

4

User receives message 

with a link

3

Fraudulent

Legitimate

Fraudulent

Legitimate flow



B .  S M S  R o a m i n g  /  S e n d e r  I D  i n t e r c e p t

Real  

Consumer

ROAMING INTERCEPT

Rogue Third  

Party

Real Handset

Virtual  

Handset 

Home MNO

Compromised  

MNO

Messaging 

Provider

Enterprise 

CustomerCompromised 

MNO obtains IMSI  

from home MNO 

subscriber identity 

disclosure

2

Virtual handset 

with same  number 

as real is set up

3

Phone connects to home network1

Message is 

intercepted and 

sent to the virtual  

phone

5

Real phone 

requests PIN or 

OTP from provider

5

SS7 Network

FraudulentLegitimateLegitimate Flow Fraudulent

HLR

VLR
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C .  S M S  O R I G I N A T O R  S P O O F I N G

14

Fraudulent

Legitimate

Fraudulent

Legitimate flow

Rogue Third Party Aggregator Service Provider MNO Consumer

From LegitCo: “Package is enroute, please 

confirm address is “notlegitco.com

No checks are done to verify if originating party is legitimate

The consumer believing originating party is legitimate provides personal or sensitive information to the 

rogue parties

2

4

Originator swap

Fraudster sends message 

impersonating a legitimate 

service

1

User receives message with a  

legitimate originator label
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D .  S M S  M a lw a r e

MNO ConsumerService 

Provider

AggregatorRogue Third  

Party

Click Link to 

claim xx

xx

Fraudster Sends message 

with a link to install malware 

in device

No checks are done to verify originator, 

content and link of message

User receives a  

legitimate looking 

link and  clicks it

The consumer installs malware on their device. giving 

personal Information and control over the  device.

2

4

3

1

Malware

FraudulentLegitimateLegitimate Flow Fraudulent

SMS MALWARE
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E .  S M S  Sw a p  – O T P  i n t e r c e p t

Enterprise 

Customer

SMS SWAP

Messaging 

Provider

Rogue party pretends 

to be legitimate 

customer and takes 

advantage of 

confidential message

3

Legitimate 

Enterprise sends 

message for 

customer (usually 

with OTPs or links)

1

FraudulentLegitimateLegitimate Flow Fraudulent

MNO

Sim Card

Sim Card

Real handset

Handset

Real 

consumer

Rogue third 

party

Sim card is swapped,

and messages are 

diverted to fraudulent 

handset

2
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F .  A I T

Fraudster Mobile Network 

Operator

Revenue Share

Many verifications
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